How to configure DNS based FortiGuard web filtering
with FortiOS v5.4

114 Les Carr Wed, Aug 2, 2017 Fortigate UTM 5365

Products
FortiGate v5.4

Description

This article provides a sample configuration for DNS based FortiGuard web filtering.

In FortiOS v5.2 the DNS web filtering is one option of “Web Filter’ profile. In FortiOS v5.4 this feature has moved to separate ‘DNS Filter’
security profile.

The use of this feature is straightforward:

® (Create and configure ‘DNS Filter’ profile
® (Create and configure firewall policy

® Assign the profile to the firewall policy

FortiOS intercepts DNS requests from clients to DNS servers and asks FortiGuard servers for rating.

It is recommended to filter client’s DNS requests only and not the DNS requests from client internal DNS servers.
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Network topology

Internet w/ DNS servers === (wanl)[FG100D](lan) === PCs in LAN

Configure DNS filter



https://kb2.ic.uk/category.php?id=50

=-= FortiGate100D FG100D-9

& Dashboard Edit DS Filter Profile
i FortiView »
Mame filter_users
o+ Metwork 3 e
Cl:ﬂ"‘ﬂEﬂti Wi . i
£ System »
Block DNS requests toknown botnet C&C O
B Policy & Objects 3
| & Security Profiles v @ FortiGuard category based filter
AntiVirus . Shew| & All b
Web Filter @ Potentially Liable
DNS Filter @ Adult/Mature Content
& Bandwidth i
Application Control Ha Coatming
: @ Security Risk
Clcl.i:l-ﬁ::l:ﬁi sequrity @ General Interest - Personal
Irspection R
N i— @ General Inferest - Business
FortiClient Profiles & Uneated
Prowy Options
S5LI55H Inspection Static Domain Filter
Web Rating Overrides Domain Filter O
Web Profle Overrides
Options
jmgnie b
All t arati
& User & Device 2 ow DINS requessts when a rating error ocours O
Log all Domains
S WIFi & Switch Controller 5| ; »
Redirect blocked DNS requests [ &
sl Log & Report 3
Redirect Portal IP Use FortiGuard Default 2089111255
& Moniter 3

Apply

Technical Note: How to configure DNS based FortiGuard web filtering with FortiOS v5.4

/1

CLI

config dnsfilter profile
edit "filter_users"

config ftgd-dns



config filters
edit 1
set category 83
set action block
next
edit 2
set category 5
set action block
next
edit 3
set category 1
set action block
next
edit 4
set category 6
set action block

next
... truncated ...

edit 29
next
end
end

next
end
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Configure firewall policies
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config firewall policy

edit 1
set srcintf "lan”
set dstintf "wanl"
set srcaddr "LAN"
set dstaddr "myDNS1" "myDNS2"
set action accept
set schedule "always"
set service "DNS"
set utm-status enable
set dnsfilter-profile "filter_users"
set profile-protocol-options "default”
set nat enable

next

edit 2
set srcintf "lan"

set dstintf "wanl"



set srcaddr "LAN"

set dstaddr "all"

set action accept

set schedule "always"

set service "HTTP" "HTTPS"
set nat enable

next
end

To troubleshoot use the following command:

diag debug enable
diag debug application dnsproxy -1

When finished, disable debug with:

diag debug reset
diag debug disable

Online URL.: https://kb2.ic.uk/article.php?id=114



https://kb2.ic.uk/article.php?id=114
http://www.tcpdf.org

