How to identify phishing emails
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Please be aware we have seen an increase in phishing attempts in the recent few weeks
with emails being faked coming from Microsoft.

As you can see in the below image it seems to be from an office.com email address,
however there is two ways you can tell if its fake.
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MB  Microsoft Business Team <MicrosoftBusinessTeam329e71ec88ae4615bbc36abbce41109e@office.com>

Re: Your Office Business Essentials Invoice is ready
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Your Office Business Essentials Invoice
is ready

To pay your invoice:

This email originated from OUTSIDE the Internet Central Corporate Network. Please treat HYPERLINKS and ATTACHMENTS with caution.

1. Checking the headers of the email

If you have the email open, you can see at the top left you have “file”
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Once in file, go to “properties”
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Once in here, if you scroll down you will see a senders domain, in this case the sender is
not Microsoft.

SR

header.d=noneic.co.uk; dmarc=none action=none header.from=;
Received-5PF: Fail [protection.outlook.com: domain of davidbrown.com
does not

designate 88.99.21.183 as permitted sender}

____________ - e merdkl e =l

2. The second way of checking is by hovering over (ensuring not to click) the link in the
email
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Click or tap to follow link.

Sign in to the customer Portal

Once again, I hovered over the link and you can certainly see that this is not a legitimate
website.
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